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What is it?

• The Linux packet filtering tool that 
provides firewall capabilities.
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Firewall Rule sets

• A Rule defines how a firewall should 
process a packet and what the final 
action taken on that packet should 
be.

• Potential Actions:
– Allow
– Block
– Filter
– Log
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Rule Chains

• To organize groups of rules, many 
firewalls allow you to define “chains” 
that consist of a set of rules in a 
particular order.
– The chains can be included in other 

‘chains’ leading to a hierarchical 
arrangement.

– Typically there are default chains 
corresponding to the 3 core paths of 
packets:

• INPUT, OUTPUT, FORWARD
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– Chains allow coherent sets of rules to be 
grouped and shared. For example the 
rules for a FTP service could be grouped 
into a chain and then used on several 
different firewalls to apply the same 
policy to each.
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Iptable Filter Chain Structure
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How packets traverse the filters?

• When a packet reaches a chain, that 
chain determines the fate of the 
packet.

• The chain can say to DROP the 
packet or ACCEPT it.

• If no rules match in chain, the 
default policy is used (usually to 
DROP).
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Iptable “tables”

• So far we have only talked about ‘chains’ used in 
IPtables -- but there actually is a reason it is 
called IPtables.

• Multiple tables, each supporting several chains 
are actually used. Each table handles a different 
purpose.
– Filter table -- this is the one we normally deal with.

– NAT table -- handles the packet transformations for 
network address translation.

– Mangle table -- handles changes to Type of Service 
(TOS) fields and marking packets for later processing.
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Iptables Setup and Loading

• Each Linux distribution takes a slightly 
different approach on managing firewall.

• In RedHat -based Linux all the rules are stored 
in the file 

/etc/ sysconfig / iptables
• You can turn on the firewall by running as 

root :

/ sbin /service iptables on
• To save or load the currently running set of 

rules you do:

/ sbin /service iptables save
/ sbin /service iptables load
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Iptables Syntax and Features

• IPtables can match most protocols 
supported by linux with their addressing 
and state. Here we will focus mainly on 
TCP/IP.

• IPtable commands:
– Add ( -A), delete ( -D), replace ( -R), insert ( - I) 

rules.
– Create new chains ( -N), delete chains ( -X) and 

attach chains ( - j).
– Set a default policy for a chain ( -P).
– Load protocol specific modules( -m <proto>).
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Iptables Policy and Chains

• Flush any existing rules out of a chain. This clears 
the set so new rules are the only ones in it.

iptables -F INPUT
iptables -F OUTPUT
iptables -F FORWARD

• Set default policy on the INPUT chain to DROP. -P 
sets the default action of the specified chain.

iptables -P INPUT DROP
• Set policy for any packets from loopback 

interface.

iptables -A INPUT - i lo - j ACCEPT
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• Action to take if a match occurs is set by - j. It 
stands for “jump” meaning that if a packet 
matches the rules then processing will jump to 
what follows. The options after –j are:

– ACCEPT: Allow the transmission of the 
packet

– DROP: Drop the packet
– QUEUE: Pass the packet to a program 

for processing
– RETURN: Returns the packet to the end 

of rule chain
– OTHERCHAIN : Follow OTHERCHAIN 

rules
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View Status of Rules

• You can see the list of rule currently applied on 
the system by typing:

iptables –L

• Often you will want more details such as packet 
hit counts, so you can add -v.

iptables –L –v

• Packet counts attached to rules can be zeroed to 
reset the counters. This is done with:

iptables -Z CHAINNAME
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Creating Your Own Rules

• Adding/Deleting rules:
– Append a new rule to an existing chain:

iptables –A <chain>
iptables -A PREROUTING - t nat -p tcp -d 1.2.3.4 

-- dport 80 - j DNAT -- to 192.168.1.1:80
– Deleting a rule from an existing chain:

iptables –D <chain> <rule info>
iptables -D INPUT -- dport 80 - j DROP, iptables -D 

INPUT 1

• Changing chains:
– Creating a new chain:

iptables –N <name>
iptables –N PERMISSION
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Rules Based on Network State

• Packets can be in a number of 
different states:
– NEW – a packet that creates a new 

connection
– RELATED – a packet that is related to, 

but not part of an existing connection 
(ICMP error)

– ESTABLISHED – a packet belonging to 
an existing connection (reply or 
outgoing packet)

– INVALID – a packet that could not be 
identified
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Source/Destination Rules

• Two different ways to identify 
sources/ destinations.
– One is to look at the interface they 

arrive on/leave on. With this model 
you get rules that look like:

iptables -A FORWARD - i eth0 -o eth1 state -
-state RELATED,ESTABLISHED - j ACCEPT
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– The other is to look at the actual addresses on 
the packets. With this model you get rules like:

iptables -A FORWARD -s 0/0 -d 192.168.1.0/24 state    

-- state RELATED,ESTABLISHED - j ACCEPT

– Sources can be identified in four ways: 
• name (www.cnn.com) 

• IP (192.168.1.101),

• subnet using CIDR notation (162.12.23.22/24) 

• using IP/ netmask (192.168.1.105/255.255.255.0)

Use ‘ -s’ for source, and ‘ -d’ for destination.
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Firewall Policy

• To protect the firewall itself we want to restrict 
communication destined directly to the firewall 
very strictly.

• Open ssh from internal network
iptables -A INPUT -s 192.168.50.0/24 -p tcp -- dport 22 –j 

ACCEPT

• Handle ICMP in standard way
iptables -A INPUT - j ICMP_RULES

• Reject all other packets
iptables -A INPUT - j REJECT -- reject -with icmp -
hostprohibited
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DNS

• DNS firewalls are complex because 
it is a required service that must 
access untrusted information and is 
relied on by many other services.

• Often two classes of DNS names:
– Internal network names (often trusted)
– External network names (must never 

be trusted)

• Security Modes for DNS:
– Proxy
– Split Internal/External DNS servers
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Simple DNS Setup

• Simple setup
– One shared DNS server provides all 

information about corpdomain . It is located in 
the DMZ ( dmz -dnsserver ).

– DNS Queries and responses:

iptables -A FORWARD -p udp -s 192.168.50.0/24 

-d 0/0 –dport domain - j ACCEPT

iptables -A FORWARD -p udp -s 0/0 

-d 192.168.50.0/24 –dport domain - j ACCEPT
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WWW

• The core web protocols of HTTP and HTTPS are 
fairly well -behaved as they use TCP and have a 
well -structured clientserver model.

• Basic policy:
iptables -A FORWARD -s 192.168.50.0/24 -d 0/0 -p tcp -- dport 80 

–j ACCEPT
iptables -A FORWARD -s 0/0 -d 192.168.10.15 -p tcp -- dport 80 

–j ACCEPT
iptables -A FORWARD -s 0/0 -d 192.168.10.15 -p tcp -- dport 443 

–j ACCEPT

• If you use a web proxy you can replace the first 
rule:
iptables -A FORWARD -s 192.168.50.0/24 -d 192.168.10.20 -p tcp

-- dport 80 - j ACCEPT
iptables -A FORWARD -s 192.168.10.20 -d 0/0 -p tcp -- dport 80 

–j ACCEPT
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Defending against ICMP Ping Floods and TCP SYN 
attacks

• Using limit module specified with ‘ -m limit’ 
packets can be restricted based on rate of 
matches

iptables –A INPUT –p icmp -- icmp - type echo - request  

–m limit -- limit 1/s -- limit -burst 5 –j ACCEPT

• Limit burst “recharges” 1 packet every 
second. This is based on the 1/s limit 
specified.
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Stop Local IP Leakage

• If you are a gateway between local IPs 
and the internet you MUST prevent local 
IPs appearing on the internet.

iptables -A FORWARD -o eth0 -s 192.168.0.0/16 - j 
DROP

iptables -A FORWARD -o eth0 -s 172.16.0.0/12 - j 
DROP

iptables -A FORWARD -o eth0 -s 10.0.0.0/8 - j DROP

• Similar strategy for stopping local IPs 
coming in on the external interface.
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Logging

• Want to know what is happening in the 
firewall?

• - j LOG is special. It logs information, 
but then returns to the line after the 
jump.

• Want to log pings?
iptables -A INPUT -p icmp -m icmp -- icmp - type 0 - j 

LOG

– This could quickly fill up the log with 
messages…
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Limit the logging

iptables -N pinglog

iptables -A pinglog -m limit -- limit 15/minute - j LOG 

-- log -prefix PINGlog :

iptables -A pinglog - j DROP

iptables -A INPUT -p icmp -m icmp -- icmp - type 0 - j 
pinglog
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Masquerading

• Special form of Source NAT
• Dynamically changes source address 

to that of the firewall
• Simple one - line rule

iptables –A POSTROUTING –t nat –o eth0 –j 
MASQUERADE
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Example 

• Consider the following scenario:
– You have a gateway machine GW, external 

200.0.1.3/24, internal 200.0.2.0/24.
– You have an internal machine M1, 

200.0.2.1/24.
– GW runs http (80), ssh (22).
– M1 runs telnet (23), http(80)
– All incoming others blocked unless established 

or related.
– Give the iptable commands to do this…
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Example :: Iptables commands

/sbin/iptables -F INPUT

/sbin/iptables -F OUTPUT

/sbin/iptables - t filter -F FORWARD

/sbin/iptables -P INPUT DROP

/sbin/iptables -P OUTPUT ACCEPT

/sbin/iptables -P FORWARD DROP

iptables -A INPUT - i eth0 state -- state 
RELATED,ESTABLISHED - j ACCEPT
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Example (contd.)

iptables -A FORWARD - i eth0 state -- state 
RELATED,ESTABLISHED - j ACCEPT

iptables -A FORWARD - i eth1 - j ACCEPT

iptables -A FORWARD - i eth0 -p tcp -- dport 80 -d 
200.0.2.1 - j ACCEPT

iptables -A FORWARD - i eth0 -p tcp -- dport telnet -d 
200.0.2.1 - j ACCEPT

iptables -A INPUT - i eth0 -p tcp -- dport http - j ACCEPT

iptables -A INPUT - i eth0 -p tcp -- dport ssh - j ACCEPT
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Other Things

• People who worry about security can 
spend their whole life using Iptables.

• If you are a worrier other things to 
consider include:
– Only the loopback device can have IPs 

127.0.0.1/8
– Blocking packets with a source port of 

smtp cuts down on viruses if the 
machine has no email server.
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Sample Firewall Configuration using 
Iptables
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Contd. 1
#!/bin/bash 
#############################################

#################### 
# IPTABLES VERSION 
# This sample configuration is for a single host firewall configuration 
# with no services supported by the firewall machine itself.
#############################################

##################### 

# USER CONFIGURABLE SECTION 

# The name and location of the ipchains utility. 
IPTABLES= iptables

# The path to the ipchains executable. 
PATH="/ sbin " 

# Our internal network address space and its supporting network device. 
OURNET="172.29.16.0/24" 
OURBCAST="172.29.16.255" 
OURDEV="eth0" 
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Contd. 2

# The outside address and the network device that supports it. 
ANYADDR="0/0" 
ANYDEV="eth1" 

# The TCP services we wish to allow to pass - "" empty means all ports
# note: comma separated 

TCPIN=" smtp,www " 
TCPOUT=" smtp,www,ftp,ftp -data,irc " 

# The UDP services we wish to allow to pass - "" empty means all ports
# note: comma separated 

UDPIN="domain" 
UDPOUT="domain" 

# The ICMP services we wish to allow to pass - "" empty means all types
# ref: / usr /include/ netinet / ip_icmp.h for type numbers 

# note: comma separated 
ICMPIN="0,3,11" 
ICMPOUT="8,3,11" 
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Contd. 3

# Logging; uncomment the following line to enable logging of datagrams
# that are blocked by the firewall. 

# LOGGING=1 

# END USER CONFIGURABLE SECTION 
# Flush the Input table rules 
$IPTABLES -F FORWARD 

# We want to deny incoming access by default. 
$IPTABLES -P FORWARD deny 

# Drop all datagrams destined for this host received from outside. 
$IPTABLES -A INPUT - i $ANYDEV - j DROP 

# SPOOFING 
# We should not accept any datagrams with a source address matching 

ours 
# from the outside, so we deny them. 
$IPTABLES -A FORWARD -s $OURNET - i $ANYDEV - j DROP 
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Contd. 4

# SMURF 
# Disallow ICMP to our broadcast address to prevent "Smurf" style attack. 
$IPTABLES -A FORWARD -m multiport -p icmp - i $ANYDEV -d $OURNET - j DENY

# We should accept fragments, in iptables we must do this explicitly. 
$IPTABLES -A FORWARD - f - j ACCEPT 

# TCP
# We will accept all TCP datagrams belonging to an existing connection 

# (i.e. having the ACK bit set) for the TCP ports we're allowing through. 
# This should catch more than 95 % of all valid TCP packets. 
$IPTABLES -A FORWARD -m multiport -p tcp -d $OURNET -- dports $TCPIN / 

! -- tcp - flags SYN,ACK ACK - j ACCEPT 
$IPTABLES -A FORWARD -m multiport -p tcp -s $OURNET -- sports $TCPIN / 

! -- tcp - flags SYN,ACK ACK - j ACCEPT 
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Contd. 5

# TCP - INCOMING CONNECTIONS 
# We will accept connection requests from the outside only on the 
# allowed TCP ports. 
$IPTABLES -A FORWARD -m multiport -p tcp - i $ANYDEV -d $OURNET $TCPIN / 

-- syn - j ACCEPT 

# TCP - OUTGOING CONNECTIONS 
# We will accept all outgoing tcp connection requests on the allowed / TCP ports. 
$IPTABLES -A FORWARD -m multiport -p tcp - i $OURDEV -d $ANYADDR / 

-- dports $TCPOUT -- syn - j ACCEPT 

# UDP – INCOMING
# We will allow UDP datagrams in on the allowed ports and back. 

$IPTABLES -A FORWARD -m multiport -p udp - i $ANYDEV -d $OURNET / 
-- dports $UDPIN - j ACCEPT 

$IPTABLES -A FORWARD -m multiport -p udp - i $ANYDEV -s $OURNET /
-- sports $UDPIN - j ACCEPT 
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Contd. 6

# UDP - OUTGOING 
# We will allow UDP datagrams out to the allowed ports and back. 
$IPTABLES -A FORWARD -m multiport -p udp - i $OURDEV -d $ANYADDR / 

-- dports $UDPOUT - j ACCEPT 
$IPTABLES -A FORWARD -m multiport -p udp - i $OURDEV -s $ANYADDR / 

-- sports $UDPOUT - j ACCEPT 

# ICMP - INCOMING 
# We will allow ICMP datagrams in of the allowed types. 
$IPTABLES -A FORWARD -m multiport -p icmp - i $ANYDEV -d $OURNET / 

-- dports $ICMPIN - j ACCEPT 

# ICMP - OUTGOING 
# We will allow ICMP datagrams out of the allowed types. 
$IPTABLES -A FORWARD -m multiport -p icmp - i $OURDEV -d $ANYADDR / 

-- dports $ICMPOUT - j ACCEPT 
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Contd. 7

# DEFAULT and LOGGING 
# All remaining datagrams fall through to the default 
# rule and are dropped. They will be logged if you've 
# configured the LOGGING variable above. 
# 
if [ "$LOGGING" ] 
then 

# Log barred TCP 
$IPTABLES -A FORWARD -m tcp -p tcp - j LOG 
# Log barred UDP 
$IPTABLES -A FORWARD -m udp -p udp - j LOG 
# Log barred ICMP 
$IPTABLES -A FORWARD -m udp -p icmp - j LOG 

Fi
#
# end. 




