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®
ettech \what is Network Management? \

e A set of tools that:

—Help you know what’s happening
INn your net

—Help you administer your
network
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JZettech What is SNMP?
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« SNMP is a protocol (set of rules)

— for conveying management or status information
from devices such as servers, workstations, routers,
switches, radios and other gear to a management
station.

 Two ways to get data from a device

— Management station “pulls” data from a device
being tested (the  SNMP Agent )

— Agent “pushes” a trap to the management station
 The data values are defined by a MIB
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[ ® \
pttec,zeh Client Pull & Server Push @

« SNMP is a client “pull” model

— The management system (client) “pulls” data
from the agent (server)

« SNMP also provides “server push” model

— The agent (server) “pushes” out a trap
message to a (client) management system
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/Z21ech  \what Does SNMP Do? Q@

FS 567360/ 1SO 9001:2008

Basic tasks include:
e Configuration Management
— Monitor device settings and their functioning

e Fault Management

— Deal with problems and emergencies in the
network

 Performance Management
— How smoothly does the network run?
— How well can the network handle the workload?
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®
pttec,geh Advantages of SNMP \

- Standardized

- Universally supported

- Extendible

- Portable

- Allows distributed management access
- lightweight protocol
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JZEttech  Low Does SNMP Use UDP?

« SNMP uses User Datagram Protocol (UDP)
as the transport mechanism for SNMP
messages

IP

Packet UDP
Datagram
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ttech SNMP @

the power to cozect...

 SNMP protocol

— Defines format of messages exchanged by
management systems and agents.

— Specifies the Get, GetNext , Set, and Trap
operations

 Management Information Base (MIB)

— A map of the hierarchical order of all
managed objects and how they are
accessed
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':?/ V ttech® Simple Network

the power to cosect... Management PrOtOCO|

« SNMP provides facilities for managing
and monitoring network resources on
the Internet. -

SNMP agent

manager L|:| uuuuuuuu u
e« Components of SNMP: = /
— SNMP
— SNMP agentS ; protocol - —— (G u

- messages :
— SN M P managers \ SNMP agen’tu

— Management Information Bases (MIBs) =
— SNMP protocol itself
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® Simple Network
/%pt}etcﬁh Management Protocol @

« SNMP agent Is software

— runs on a piece of network equipment (host,
router, printer, or others)

— maintains information about its configuration and
current state in a database

e |nformation in the database is described by
— Management Information Bases (MIBs)
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tech” Simple Network
JZetech Management Protocol

« An SNMP manager Is an application
program

— contacts an SNMP agent to query or modify
the database at the agent.

 SNMP protocol IS the application layer
protocol

— used by SNMP agents and managers to send
and receive data.
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ettech SNMP

e |[nteractions in SNMP

Management Station Managed System
SNMP Manager SNMP Agent | 1
Process Process
ol Pl < &38| o =
A = G 23 2 8
ol 2] & gal ®| @
SNMP ~ SNMP messages > SNMP
UDP UDP
IP P
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» ®
/Zettech What's a MIB? @

» “Management Information Base”

 MIB defines the kinds of data a device
tracks

e MIBs for various devices

— Router or Switch: traffic (packet & byte counts) &
error counts (receive, transmit, discards, etc)

— Web Server MIB shows pages served, etc.

— Mail Server MIB shows messages processed, gueue
lengths

— Environmental sensors: temperatures, switch
closures, others
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/2sttech MIBS

* A MIB specifies the managed objects

 MIB is a text file that describes
managed objects using the syntax of
ASN.1 (Abstract Syntax Notation 1)

— ASN.1 is a formal language for describing
data and its properties.

* In Linux, MIB files are in the directory
[usr/share/ snmp /mibs

— Multiple MIB files

— MIB -1l (defined in RFC 1213) defines the
managed objects of TCP/IP networks
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ttech’ Managed Objects

‘ the power to coszect...
FS 567360, / 1SO 9001 12008

 Each managed object is assighed an object
identifier (OID)
— The OID is specified in a MIB file.

« An OID can be represented as a sequence of
Integers separated by decimal points or by a
text string:

Example:
— 1.3.6.1.2.1.4.6
— 1s0.org.dod.internet.mgmt.mib -2.ip.ipForwDatagrams

« When an SNMP manager requests an object, it
sends the OID to the SNMP agent.
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| ¢ ®
/Zettecﬁeh What's an OID?

e “Object Identifier”
e The “name” of the variable

e Always starts with 1.3.6.1...
— 1.3.6.1.2.1... for standardized MIBs
— 1.3.6.1.4.1... for vendor specific MIBs
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the power to cozect...

ttech SNMP Protocol

« SNMP manager and an SNMP agent
communicate using the SNMP protocol

— Generally: Manager sends gueries and agent
responds

— Exception: Traps are initiated by agent.

get-request

>
get-response |POML161

|

ShMP manager

get-next-request

SNMP agent

get-response |POrt 161

I

set-request

>
get-response | FPort 161

-

|

Part 162 [ LrapP
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the power to cosect...

JZettech SNMP Protocol

 Get-request. Requests the values of
one or more objects

e Get-next -request. Requests the value
of the next object, according to a
lexicographical ordering of OIDs.

 Set -request. A requestto modify the
value of one or more objects
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®
/eettech SNMP Protocol Y

 Get -response. Sent by SNMP agent in
responsetoa get-request, get-next -
request, or set -request message.

 Trap. An SNMP trap is a notification sent
by an SNMP agent to an SNMP manager,
which is triggered by certain events at the
agent.
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J/sttech Traps

e Traps are messages that asynchronously
sent by an agent to a manager

* Traps are triggered by an event
e Defined traps include:

— linkDown : Even that an interface went donw
— coldStart - unexpected restart (i.e., system
crash)

— warmStart - soft reboot
— linkUp - the opposite of linkDown
— (SNMP) AuthenticationFailure
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» ® SNMP: Simple Network \
/JZetech  yanagement O

Protocol
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Two ways to convey MIB information and commands:

managing
entity @

request ‘

-

response

- ..

agent = =

Managed device

request/response mode

- A managing entity initiates

a request to management
agent.

The agent receives the
request, performs some
action, and sends a reply to
the request.

Typically this is used to query
or modify MIB object values
within the managed device.
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. 0 SNMP: Simple Network 2N 7
/egttech Management Protocol “““

Two ways to convey MIB information and commands:

- A management agent sends managing
an unsolicited message, .
known as a trap message, to
the managing entity. T

trap msg

Usually used to notify a
managing entity of an
exceptional situation that has

resulted in changes to MIB
object values.

Managed device

trap mode
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he power to cozect... Ve rS U S Trap p I n g ssssssss /150 9001 :2008

 There are many trade - offs between polling
(request -response interactions) and
trapping.

 Overhead:

— Polling has a request and a response (two
messages) whereas trapping only has one.

— When trapping, only exceptional conditions are
reported, so there are fewer messages generated.

— Either way, trapping will tend to tie up less
bandwidth for network management, which is
good.

— If managing your network kills it, then why
manage it?
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s SNMP POIllng Yy
thel;E\’Ntere;gaen versus Trapping @@
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e Notification time:

— When trapping, abnormal situations are reported
iImmediately.

— With polling, you must wait until next request is
sent before problems are discovered.

— In the mean time, things could have gone from
bad to worse!
 Robustness:

— The additional information from polling can
support more complex analyses of the network.

— If messages are being lost between the managing
entity and agents, polling will detect this (no
response to a request!).
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ﬁe%eh SNMP Versions O
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 Three versions are in use today:
— SNMPv1 (1990)
— SNMPv2c (1996)

o Adds*“ GetBulk ” function and some new types
 Adds RMON (remote monitoring) capability

— SNMPv3  (2002)

 SNMPv3 started from SNMPv1 (and not SNMPv2c)
» Addresses security

» All versions are still used today

e Many SNMP agents and managers

support all three versions of the
protocol.
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gettech’  Format of SNMP Packets O@

# the power to comect
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« SNMPvV1 Get/Set messages:

/ //
/ s/
Cleartext string that is ,/ //
used as a password / / ,
PDU type, e.qQ.:
32: SNMPv1 Get
64: SNMPV2 Get d

Unique ID to match
requests with replies

Sequence of name-value
pairs
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{/: ﬁeco,.eh Four Basic SNMP Operations O@
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— Get

» Retrieves the value of a MIB variable stored on the agent
machine (gauge, counter, string, or address of another MIB
variable)

— GetNext

» Retrieves the value of the “next” MIB variable
— Set

« Changes the value of a MIB variable
— Trap

» An unsolicited notification sent by an agent to a
management application (typically a notification of
something unexpected, like an error)
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Zetach Traps Q<

&7 the
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e Traps are unsolicited reports that are sent to
a management system by an SNMP agent
process

 When an interesting event occurs, an agent
generates a trap message and sends it to a
designated network address

 Many events can be configured to signal a
trap, like a network cable fault, failing NNIC
of hard drive, a general protection fault, or a
power supply failure
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F/ettech Ports & UDP Q@

7 the
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« SNMP uses User Datagram Protocol (UDP)
as the transport mechanism for SNMP
messages

e Like FTP, SNMP uses two well -known ports
to operate:

— UDP Port 161 SNMP Get/Set Messages
— UDP Port 162 SNMP Trap Messages
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-"";f-;;;e' ﬁecmh Advantages of using SNMP @@

e Standardized

« Widely supported by many vendors
o Distributed management access
 Lightweight protocol
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SNMP Security @@
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« SNMPV1 uses plain text without encryption

« SNMPV2 was supposed to fix security
problems, but was not effective

« SNMPvVv3 has numerous security features:
— Ensure that a packet has not been tampered with
(integrity ),
— Ensures that a message is from a valid source
(authentication )

— Ensures that a message cannot be read by
unauthorized (  privacy ).

Nettech Private Ltd. www.nettech.in



Summary O@

FS 567360/ IS0 9001:2008

» What is network management?
» SNMP

-Agent
‘Manager
-MIB

'Protocol itself
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Thank you

Connect with us at Facebook

Visit www.facebook.com/nettech.in
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