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Ethical
hackers
descend on
SMIT

a NOW REPORT

GANGTOK, 07 Jan: More
than 80 engineering students
from differentcolleges from all
over the country are participat-
ing in an 18-day training pro-

ment and Ethical Hacking” at
Sikkim Manipal Institute of

Majitar Campus, Sikkim. The
Certificate program, organized
in  collaboration  with
NETTECH, was formally in-
augurated last month by Direc-

An SMIT press release
informs that this is a first of
its Kind program by SMIT for
its students as well as stu-
dents from other institutions.
Earlier in August-September
last year, engineering stu-

training program in the cam-
pus at Majitar. .
The 18 day training pro-
gram which began last month
is scheduled to end on 12
January, 2008. Some of the
participating colleges were
Jadavpur University Kolkata,
National Institute of Technol-
ogy INIT] Durgapur, Bengal
Engineering & Science Col-
lege Shibpur, Jalpaiguri Gov-
emment Engineering College
Jalpaiguri, . MNNIT
| Allahabad, Manipal Instinue
of Technology Manipal, SRM
University Noida, Rajiv
Gandhi University Itanagar
and Birla Institute of Tech-
nology Mesra as well as some
private engineering colleges
of West Bengal.
Explaining Network Man-
-agement to the participants.
Manager Nettech, Santu
Purkait informed, “This
training program is designed

gram on ‘Network Manage-

Technology [SMIT] campus at -

tor, SMIT Brig. Dr. SN Mishra. |

dents from SMIT had partici- -
pated in a similar kind of |

=

to increase the base of tech-
nical knowledge on Linux
and Linux-based solutions in
the market today, giving en-
terprise customers the confi-
dence they need to deploy
Linux strategically. Linux is
the fastest growing server
operating environment and
Nettech is making a signifi-

cant commitment to driving

Linux into the enterprise’”.
“For enterprises o adopt

Linux and Linux solutions,
they need to know that there's
a pool of expertise they can
tap fo install and manage
those Linux environments,
whether through their inter-
nal IT staff or through a
trusted partner. The Network
Management certifications,
which focus on developing
real hands-on capabilities,
will give you the required
confidence,” he added.

Brig. Dr. SN ‘M:i-shra. iil-
his key note address to ithe

‘students, explaitied the ratio-

nale behind the thrust on net-
working courses.

“Unlike in the software
scgment. the advantage of
networking products is that
they continue to co-exist in
the marketplace while com-

_peting with cach other. Be-
sides; this is ene segment that
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has not been over hyped dur-
ing the last few years and yet
has quietly established its
importance and indispens-
ability,” he pointed out.

According to Dr. Mishra,
the demand for Linux trained
professionals would come
from both IT companies who
are already working on Linux
platforms as well as non-IT
companies making the tran-
sition from Windows or other
OS to Linux.

The NETTECH@SMIT
Certification requires a core
understanding of Linux,
which includes file, print,
messaging, directory and
management services on
Linux, as well as installing,
configuring, and trouble-
shooting those services.

Finally, candidates will
need to pass the online as
well as simulated LAB ex-
amination to test rcal compe-
tency and skills operating in
Linux environments.

“We are happy to inform
that, by the end of the train-
ing program students will be
able to design a Computer
Lab which will not have any
windows machine, It will be
all Linux,” stated Program
Co-ordinator Nettech,
Sunayana Shetty.

Apprising the students on

the skills to mee IT in-
dustry needs, Mr. ‘urkait
highlighted, “Corporate
houses want to be assured
that staff, consultants and
partners involved in their
Linux adoption are compe-
tently trained and certified.
Our certification is no ‘paper
certification’. Candidates
must demonstrate that they
can handle practical chal-
lenges on Linux by complet-
ing randomly selecled: sce-

narios requiring the resolu-

‘ tion of a given problem or

process, all within a specified
time, period. Our lab test en-
ables us to challenge students
to demonstrate that they have
not only learned the concepts
taught in our courses, but can
practically apply the knowl-
edge they have acquired in
live environments”.

In his inaugural address,
Dr. Mishra emphasized that
the programme supporied
SMITs efforts to provide
training that meets industry
standards for engineering
graduates, wherein the goal
was to foster future success by
teaching the students transfer-
able, marketable skills in ad-
dition to reinforcing high aca-
demic achievement.

“By ensuring that our
young people have market-
able skills, we are also meet-
ing the needs of our commu-
nity for a knowledgeable
workforce and the needs of
our nation for a competitive
édge in |the global economy.
Linux and open source are
clearly the wave of the future
in computing, and wé want
to ensure our students get the
best training possible to en-
sure their marketability going
forward. Nettech's strong his-
tory of certifications makes
them an ideal partner for de-
livering our Linux offerings,”
he stated.

In regard to Ethical hack-
ing aspect of the programme,
the release states that com-
puters around the world are
systematically being victim-
ized by rampant hacking.

“This hacking is not-only
widespread, but is being ex-
ecuted so flawlessly that the
attackers compromise the in-
formation system, get/dam-
age the target data and leave
the same network without

any traces, What these hack-
ers don’t realize, is that be-
hind these information sys-
tems there are real people,
there are real data, -and it af-
fects all of us.

Hacking has become an
effective tool for the Militant
outfits, Political rivalry
within as well as across the
international border. Today's
hacker is not only stealing
question paper from their
teachers computer, they are
also targeting the National
Power grid, so a Nation can
g0 back to the Stone Age.

At Nettech, we understand
the importance of the Nui-
sance called Hacking & has
designed a course on Ethical
Hacking. This course will al-
low students to work on a
simulated Network within an
internal setup, no real network
is harmed. Students will pre-
pare/design a network of their
own & will test, scan, hack &
secure their own network. Stu-
dents will intrude as well as
learn to secure the same Sys-
tem. The Goal of Ethical
Hacker is to help the organi-
zation take preemptive mea-
sures against malicious at-
tacks by attacking the system
himself; all the while staying
within legal limits.

With The proliferation of
increasingly complex, sophis-
ticated and global threats to
information security, in com-
bination with the compliance
requirements of a flood of
computer and privacy related

‘regulation around the world,

information sécurity has be-
come major issue for any
organisation around the werld.

Information warfare is a
reality these days. Terrorists,

criminalk of a foreign intelli- .

gence service agent can now
operate on a global scale
reaching-through the internet
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and can attack a nation’s in-
frastructure including ‘tele-
‘communications and informa-
tion systems, electrical energy
transportation and more.
While examining computer
security requirements, the over-
all goal is to design appropriate
security functionality for the
system, process, or organisation
in guestion, i.e., to find out
whether the expenses for secu-
rity are ecoromically sound and
spent at the right place. This
problem is enhanced by the fact
that several guidelines, protec-

tion manuals, and catalogues of

safeguards provide comprehen-
sive and extensive lists of pos-
sible security-related actions. I'T
security officers have torely on
their own experience to select
appropriate safeguards because
of the overwhelming size of
.those catalogues.

Today the demand for In-

formation security system has

changed, it's not only the se-.

curity of a server room or a
computer lab it’s ‘a security
for the entire organisation.
With the rapid development
of the technology used in in-
formation system area, the
time has come when we start
planning for the total infor-
mation assets’ in the
organisation rather than few
computers & servers. A cur-
rent demand for the security
system is the plan, which pro-
tects the information fromnot
only from internal threat but
also from external threat. The
approach to IT security
should be proactive planning
for future growth, change &
[threat not an ad-hoc reaction
for .an unknown crisis.

The use of computers for
sensitive tasks led to a grow-
ing need for computer secu-
rity. This need increased con-
tinuously when computer§
became connected via net-

works, when these networks
were opened to external part-
ners, and finally when every-
body was connected to the
Internet. where potential
comumunication and business
pariners ‘cannot be known
beforehand. In today’s busi-
ness the secarity of informa-
tion systems is not only nec-
essary 1o protect acompany’s
assets from harm; but also to
provide a certain Kind of trust/
for business partners without
which no business transac-
tion_ would take place at all.

The Importance of Infor-
mation Security can be stated
with an example: ‘Any pru-
dent house holder whose
house was built on the shores
of a tidal river would, when
facing the risk of floods, take
urgent steps to improve the
defences of the house against
the water. [T would clearly be
insufficient just to block up
the front gate, because the
water will get in everywhere
and anywhere it can. In fact,
the only prudent action is to
block every single possible
channel through which flood-
waters might enter and then
to try to build the walls even
higher, in case the floods dre
even greater than expected’™.

The Ethical Hacking top-
ics covered by the programime
are Introduction to Ethical
Hacking, Cracking vs. Hack-
ing. Foot Printing, Scanning,
Trojans, Sniffers, Denial of
Service, DNS Poisoning, ARP
Poisoning, SQL Injection,
Honeypots, Web server defac-
g, 1DS, Session Hijacking,
Phishing and more.

The programine also in--

cludes a field session on ad-

venture sports, wherein the,

students were taken for river
ralting on river Teesta and
more than 11 kms from Melli
Bazaar to 29™ Mile was cov-

ered in one and hall hour.
The route is a ‘non-swimmer
zone’. The students were
equipped with life jackets
which can take more than
180 kgs and each raft had
more than 3 nos. expert
guides. The students also
took part in a mock rescue
operation in 29™ Mile during
which they were required to
rescue one of the volunteer
from the waters of Teesta.

Besides white river raft-
ing, a session on mountain-
eering is also included in the
programme, wherein instruc-
tors from the famed Hima-
layan Mountaineering Insti-
tute of Darjeeling [HMI] con-
ducted a two-day workshop
on 05 and 06 January on
mountaineering.

“It aims to create attitude
among the trainee so that they
view mountaineering as an arl
and not merely a physical ac-

tivity, stimulate in them a .

spirit of adventure and teach
them to face new challenges
and become better human be-
ing with much more confi-
dence,” informed Course Di-
rector HMI, Ngodup Bhutia.

All students participated in
the activity, during which they
climbed the 8-storied Boys
Hostel with the help of a rope
and from where they climbed
on to the roof of another hos-
tel building at the same height.
Films on mouniaineering
were also screened.

A day-long wvisit 1o
Nathula Pass Border was dlso
conducted for the students to
educate them proper on the
Ancient Silk Route on the
Indo-China border connect-
ing the Indian state of Sikkim
with South Tibet. :

“The pass, located at an
elevation of 4,310 m [ 14,200
feet] above mean sca level,
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